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Introducing Symantec Security Information Manager

» Symantec™ Security Information Manager (SSIM) & £{E &0
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4 Symantec RE5EE il | + 74 R EER +
Advanced

>6,200 Managed Security Devices * 120 Million Systems Worldwide + 30% of World’s email Traffic + Honeypot Network

40,000+ Registered Sensors 8 &R &M i
in 180+ Countries +

-

Twyford, Enéland

Munich, Germany -

Alexandria, VA

Sydney, Australia
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E—_‘Z'ﬂ'f& ,%_ﬂ:_ File View Tasks Tools Help

View: [Assel View -] Search by IP; Q B
= %%1&%\ (CIA ValueS) & = [ Dstais & import [ Expont & @
S PN ISR SN

IP Address Mac Address  [Host Name [on |Confiderti... |Intearity |availability [vunerable |Lacked |
ot Ll o

00:00:00:00:00:00 10101013 1 1 1 es 5 Unlocked
&

N o
= TR S AR S5
N N View: ‘AsselVlew E‘ Search WIF:I:l Q L ]
D V=T M- {S
u /ﬁ:: {IEJ ,IjS TN E] [3 Details & impot [ Export & %
P Address mac agdress  [Hostiame [on [connigent_. [intagrity [ avaiianiity vuinerable |Locked
00:00:00:00:00:00 10.10.10100 1 | 1 Yes 25 Unlocked
00:00:00:00:00:00 10.10.10.101 | 1 1 Yes R Unlocked
D0:00:00:00:00:00 10.10.10102 | 1 1 Yes 95 Unlocked £t
. . . 00:00:00:00:00:00 10.10.10.103 1 | 1 Yes 95 Unlocked
> ﬁ‘j‘\ ﬁﬁ%u%ﬂ )l_\"J ﬁ '“ JEHF g*\ . 101010104 00:00:00:00:00:00 101010104 | 1 1 Yes 95 Unlncked
L JL ] AVA . 101010107 00:00:00:00:00:00 10.10.10107 | 1 1 Yes R Unlocked
010, D0:00:00:00:00:00 10.10.10108 | 1 1 Yes 95 Unlocked
N i I—” é >y L E . 00:00:00:00:00:00 10.10.10.108 1 | 1 Yes 95 Unlocked
L D { N J[,}\ ﬁ H | = 101010110 ooonomacBo:on 101010110 1 | 1 Yes 25 Uniocked
L E
[ 45 assets
NN N N
| |:]| U\‘LFEI W%{q:ﬁgaﬁ \ lgjz Details [ Incidents | Tickets | Policies | Sendces | wuneravilties |
Asset Information Asset Priority Additional Information
%IPAddress: [ 10 10 10 . 100 Comfidentalty. low Qe high
Host Mame: 101010100 1 2 3 4 4 o ; |Qualys ‘
> y /l\ N MAC Address: [ D0 . 00 00 . 00 : 00 . 00 . Lovation, | 1 (Coiear ]
1 2 3 41 5 05 Mame. | ‘
Description: 08 Version |
N Ny h) —
= N N I DS E /j_\‘ low (F high [ Lack far Auta Uprate
12 3 4 5 e
N - - 2
AUNix EHLWindows |
Ay Apply H Reset
r Tkt
RPCI{ i 2 . —
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> 'ﬁ;ﬁ$ % FH _ lgl ﬂ:z /f/t E(J %JI_L[ ]}1” éﬁ E"Fﬁ: &) Symantec Security Information Manager 192.168.200.31 BEE

File View Tasks Tools Help

=) e R~ ot Y 2
i, A e R B e A 2 L @ + = Wi Bewn @ Bwe 9 8 8
1@ E&%m l}:“J -D;o‘nitors Conditions fActiuns } Testing } Histary 1
= D Systern Monitors ~Cescription
} I& [ i » I‘: gﬁ _ %14: ‘Ff ij:é{ Q Z\‘jj 1: 'gjigjest;';;mmtm Monitor for multiple failed attempts to authenticate using a single user account a
: j o8 L (1 User Manitors
JAN S *E% %:{L_F E/J %ﬁ% Q EE > “z 2~ (1 Correlation Rules ;
]j j< , A )( , I ) i / ) FD Systam Rules Rule Type: * |Manyto One E“
Il Event Criteria —

Antivirusges
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Z:: /N !E‘I‘ Xﬂ‘ %ﬁ E(J ]&EE‘ %{L‘Fé}ﬂiﬁ 5 /;l:# % i:::zz File Wiew Tasks Tools Help

I—] l_“ 5 & attempts) % Filter: ’ﬁ All Open Security Incidents E‘ s Reference ID: l:l Q L] @
J[J J\ F

~ [ Block 5e b [@oetals BTicket  [BEpot  @ieoe  $8 Close [ Lock View

Check F
D N % . Critical Priotity [severy [Ruls Name [Craated [status_[mssignes [Team [Refaren
.‘ VS] %—%‘% —_— _{:ll:ﬁ:j:ﬁi I Pj:/l: il I:%n I:] I 9‘;% Default A A3 Port Scan Detector Thu Oct 26 13:40:45 CEST 2006 Open Unassigned Unassigned 000000,
N Distribut A3 Port Stan Detector Thu Oct 26 13:39:33 CEST 2006 Open Unassighed Unassignad 000000,
l ' R L N ‘n M N N % \ Do Hig @ A3 Port Scan Detector [Thu Oct 26 13:38:45 CEST 2006 Qpen Unassigned Unassigned 000000...
—I/ y 2\ AN L [ External [ Incidents A3 Port Sean Detector Thu Oct 26 13:38:18 CEST 2006 Open Unassigned Unassigned 000000
N o %.g \ Ny = I ety A3 Port Scan Detestor Thu Oct 26 13:38:09 CEST 2006 Open Unassigned Unassigned 000000
y T) — I ﬁ \RC Bot D2 “Wulnerability Scan  Thu Oct 26 13:31:11 CEST 2006 Open Unassigned Unassigned a0aaonn
N = -
Internal §
Malicioud -
Current View: All Open Security Incidents G incident(s)

E N S ) Malicioug
» %‘E,EH: m —I—‘%%ﬁ[] ﬁm %%%ﬂ IJI\IJ — Malicioud . Defails | Events | Conclusions | Targets | Intelligence | Tickets | Log |
A A w» Malicioud =
[l/i‘ j:}‘_\’ E*:EE' EE‘ j:}j‘ :H& ) == D Sﬂzn H e - [ muttiple § Rule Hame | Description [seve.. | Events [ Targets | Date Modified Time
oL o fﬁj H y JV\Zj ‘5:, 0 N b MULL Lot IP address 10.10.10.134 has atternpted to connect o the system =]
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2 Symantec Security Information Manager 10.9.2.

File View Tasks Tools Help

7 Event Filter

24— N % N 9 Symantec 53 Symantec Security Information Manager 10.9.2.241
> )EH /f M mﬁ N ._.-I’@ . File View Ti File View Tasks Tools Help
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rDescription

Rule Type: % |Sing|e Event E“
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— [ Trojan Connections
— [ Vulnerahility Gcan AND
— [ Vulnerahility Sean Detector Effects containg Actess
— [ eb Vulnerahility Scan o user_table[User Mame][colin gibbeng]
— [ Windows Account Lockout
[V Windows Audit Log Cleared
— [ Windows Privileged Acthvitie
= [ Windows Security Violation
o[ User Rules
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user
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= Ticket Details: 98C7970F52-3

[rvemasion Sevrety foivwmmioes Sammnies 48 -+ HILLLITLENY

e Vew [aks e

O asaavas

Details

Modify Time:

Apr 7, 2005 5:24:00 P PDT

Tasks | Instructions

o

Tickst "98C7970F52-3" creates

Ticket contact primary phane set ta "(310) 555-1213".
Ticket contact name set ta *Joe Brown”

Ticket assignee set ta 'joe1 23"

Ticket cortact email setto orown@symanes com'

Creator

Ticket ID: SECTITOFS2-3 Logon ID: Administrator

summary:  |Oracle ¥DE Buffer Overflow Exploit ||| |Mame: Adrinistratar

Status: Emait
Ineident ID: ABCTITOFS2

Ticket Index: 3

Create Time: Apr 7, 2005 518:51 PM PDT

®Symantec Signature 10738

=+ Symantec Signature 10738
i TrojanStartPage.C

{Ii Malicious Code - 3041
Trojan StartPage © Trojan. StartPage . © is & malicious spplication that modifies system settings.

| Details |[ Impact | Disinfection | Technical Description ] References

Summary =
Trojan.StartPage.C is a trajan horse application that is designed to modify
a user's Internet Explorer hormmepage settings,

Symptoms

Presence of the follawing files:
W Systemdiuewxdirexe

G Systemdbihandlesys, axe

The prezence of the following registry values:
HEKEY_LOCAL_MACHIMEYSOFTWARE\ Microsoft\Windowsh CurrentWersion\RuniH
andleSystarn = %Systarmihandlesys. axe

HKEY_CLASSES_ROOThxdfilel shellopenicommandi(Default) =
HSysterndiuewsdir exe "wH1"

HEEY_CURRENT_USERYSoftware\Microsofti Internet ExploreriMain) Start Page
= http i/ www, okww, net!

gation
Trojan horse programs often use enticing file names to trick users into
executing thern, Do not open or execute files from unknown sources,

‘é“ Vulnerability ‘ Malicious Code & Exposure

| Close

HER &4 iz YE2 8] 1A B
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[ Measure and Report on Effectiveness ]
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The SIM Wave Figure 3 Forrester Wave™: Enterprise Security Information Management, 04 06
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. Stron A
» SSIM4.5is aleader " S The Forvester Wave
in the Forrester Wave Consul risk management |
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Case Study | Fortune 50 Global Manufacturer

» Driver: Compliance

= Compliance teams require proof of a incident response process with a
focus on user & access control incident management

= Needed a mechanism to tie together a broad solution of several
Symantec products

» Solution: Global SSIM Deployment

= 9 Appliance in 6 Locations across US, EMEA and JPAC

= SSIM turns millions of events into a handful of incidents daily,
processing 7000+ EPS

= Professional Services delivered a tuned solution
» Result
= Limited Security Analyst team addresses top concerns

= Incident Response Process is fully documented and reports to
auditors demonstrate due care

Large deployment driven by Compliance
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Case Study | Novacoast

» Monitors & correlates SOLUTION AT A GLANLCE

Symantec Network Security
and Mail Security & dozen
third party security devices

» Cost savings:

SSIM savings: $53,000 per year
" DeepSight savings: $41,000/year

“We used to spend seven hours a week doing a
close analysis of bulletins about Internet
attacks and vulnerabilities.

Now we spend maybe an hour a week.
DeepSight is saving us $41,000 a year.”

Adam Gray
Chief Technology Officer
Novacoast Inc.

Symantec Confidential
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Event Coliectors - Over 100 Supported Products (partial list)

Intrusion Detection/Prevention
Symantec Network Security (SNS)
Symantec HIDS

Symantec ITA

Snort

Symantec Sygate

Symantec Critical System Protection
Cisco IDS

Cisco Security Agents
TippingPoint NIPS

Enterasys Network Dragon

eEye Retina

JuniperIDP

ISS Siteprotector

McAfee Intrushield

SourceFire

Web servers, Filters and Proxies
Apache Web Server

IBM Websphere

Bluecoat Proxy

Microsoft ISA

Microsoft IIS

Sun One WebServer

Vulnerability/Policy Scanners
Symantec ESM

Symantec Bindview

Nessus

nCircle

Qualys QualysGuard
StillSecure VAM

Databases
Oracle Security Logs (9i & 10g)

Firewalls

Symantec Gateway Security
Cisco PIX

Cisco FWSM

Nokia FW

Juniper NetScreen Firewall
Checkpoint Firewall-1
Nortel Contivity

Fortinet Fortigate
SunScreen

Microsoft Windows Firewall
Microsoft ISA

Operating systems
Microsoft Windows Event Log
Solaris OS Collector
Sun BSM

SUSE Linux

Debian Linux
RedHat Linux

IBM AIX

HP/UX

Tandem

SELinux

IPTables

Identifty Management
Microsoft Windows DHCP
Microsoft Operations Manager
Microsoft Active Directory
RSA SecurlD

Cisco ACS

Routers, Switches and VPN
Cisco I0S

Juniper VPN

CyberGuard

Cisco VPN 3000 Concentrator

Enterprise AV Solutions

Symantec AntiVirus

Symantec Client Security

Symantec Mail Security for Exchange
Symantec Mail Security for Lotus Domino
Symantec Mail Security for SMTP
McAfee EPO

McAfee GroupShield

McAfee VirusScan

Trend Micro Control Manager (TMCM)
Trend Micro OfficeScan

Trend Server Protect Information Server
Trend Interscan Messaging Security Suite
Trend Scanmail for Exchange

Trend Scanmail for Notes

Trend Interscan Viruswall

Trend Interscan Web Security Suite

Other

Cisco Netflow

Fox Server Control

Blue Lance LT Auditor
PassGo UPM

Kiwi Syslog

Generic Syslog
Symantec Cyberwolf
Symantec Wholesecurity
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Security Information

Manager Architecture
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Symantec Security Information Manager #5& 5 =\

Symantec Global Intelligence Network

Intermet acoass required

(SSL

SSIM 9630 Appliance (optional) I

SSL+
LDAFS

SIM Console Users

Event Collectors (Examples: Antivirus,
Metwork IDS, Host IDS/IPS, Vulnerability
Assessment)

Firewalls (Examples: Checkpoint FW-1,
Juniper Metscreen, Cisco PIX)
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Collector Architecture: Syslog and Database Sensor Examples

Syslog Sensor Examples:
Unix/Linux Servers,
Switches/Hubs, Firewalls
and IDS capable of syslog.

(syslog — tcp/udp)

(JDBC)

Database Sensor Examples:

HIDS, AV, Vulnerability Scanners are examples of
some of the types of products where logs are
typically stored in relational databases.

Custom Sensor
Syslog Sensor
Database Sensor

File Sensor

Custom Sensor

Syslog Sensor

Database Sensor

File Sensor

Agent

Symantec Security Information Manager
(Correlation or Collection Appliance)

(SSL)
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Collector Architecture: Custom and File Sensor Examples

Custom Sensor Examples:

Windows Event Log Sensor and
Checkpoint LEA sensors

(Windows RPC)

>

(OPSEC LEA)

File Sensor Examples:

Custom Applications, HIDS, AV, Vulnerability
Scanners are examples of some of the types of
products where logs are sometimes stored in flat

files.

Symantec
slkdifiasidifis
akdjfalskdjfal
skdifisakdfia
skdpalskhal
skdfilsakdjtia
skdfisakdjfas
dfaAppliance)

(C:\path\to\log.txt)

Custom Sensor
Syslog Sensor
Database Sensor

File Sensor

Custom Sensor

Syslog Sensor

Database Sensor

File Sensor

Agent

Symantec Security Information Manager
(Correlation or Collection Appliance)

(SSL)
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Summary — Why Symantec?
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Keep your business
Up, Running, and Growing,
No Matter What Happens.

Thank You!




, symantec.

A\ e |
AMMCIIUI




, symantec.

SSIM 4.51)F 3 ThAk

> KR B EMFEHRE
= XA RS I SR AT H AR DR A ) fE
= PR MANEAEIT RS E £ DAS, SAN, NAS and NetBackup certification
= 1T TR R R
> HEORREH X2 B BIRER D E
= fR b Ml e R F IR K, IR T T B AT E
= RKREEBIE Xa G gttt o keiaE AN R
> RNV AR S
= AL T A U R AR
=BT AR L R AR e
= AL T Web AP $2 11 122 407 in) AT v & B s 15 2
o TR APURAR T FEMON T Bl 58 =07 TR Ge, 084 Bl % R G AR Ak
> RITRKRBIRE T
= I E AR A IR AT N
= GEEFEN AR IR MG, 5 G B 2 miRE



, symantec.

Key Benefits of AntiVirus Integration

» Enhanced Threat and Virus mitigation content

= Provides AntiVirus administrators with the near real-time, vulnerability, outbreak,
and safeguard information needed to minimize the risks and costs associated with
malicious code

» Workflow allows you to manage outbreaks

= Automates & bridges the gap between IT security, and AV Desktop administrators
for faster remediation of threats

» Proactive notification of virus and spyware infections and outbreaks
= Provides near real-time email, pager and SNMP based alerting

» Monitoring for Expanded Threats with multiple attack vectors

= Correlates information from multiple AV and Client protection technologies to
provide a threat based view of the customer’s environment
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